
United States Office of Personnel Management
Office of the Chief Information Officer

Non-Disclosure Agreement

 
This document constitutes an agreement between the signatory and the Office of Personnel Management (OPM), that the data and information shared with me, the undersigned, as an employee or legitimate representative of __________________________________________ (insert company name), shall be safeguarded at all times, and not disclosed or released to unauthorized persons by any deliberate or negligent (i.e. careless) act on the part of the undersigned, or of _________________________________________ (insert company name).
I understand that during the course of reviewing OPM information systems and documentation, I will have access to sensitive and proprietary information in printed, electronic, and oral format.  I certify that OPM data entrusted under this agreement will not intentionally or through carelessness, be released or disclosed to any unauthorized person.  An “unauthorized person” is a person who is not directly authorized by the OPM to access the aforementioned information, data, and/or records. These requirements apply to data, information, and records provided orally, on paper, or through electronic or any other media.  
In the event I disclose any of the information covered hereby to any unauthorized party, I agree to notify OPM immediately.  In addition, I shall identify the business organization or other entity, or individual person, to whom the information in question was divulged and the content of that information.
Further, I recognize that this Government business shall be conducted in a manner consistent with the highest ethical standards and which preserve the public’s confidence in the integrity of the Federal government and its employees, as well as all applicable Federal Information Security laws, regulations, and guidelines.  I understand that the unauthorized disclosure of nonpublic information could subject me to civil and criminal penalties.
Specifically, I agree to:
· Abstain from reproducing the OPM data entrusted to me under this agreement.  If exceptions to this rule should become necessary, I or ______________________________________________ (insert company name) will obtain written approval from the OPM before making any reproductions.
· Prevent the disclosure of OPM-related IT security data to any person or organization that does not have a documented need-to-know, and a current nondisclosure agreement with the OPM.
· Take all reasonable precautions to preserve sensitive or proprietary OPM data.  
· Take necessary actions to ensure and promote the protection of sensitive and proprietary OPM data.  These actions include notifying the OPM immediately of discovering that sensitive or proprietary data has been disclosed.  
· Destroy all copies of OPM data and information, covered under this agreement, in my possession unless directed otherwise by the OPM, when the data is no longer required or when requested to do so by the OPM.  
Signature:			_______________________________________________________
Print Name: 			_______________________________________________________
Title:        			_______________________________________________________
Company/Agency Name: 	_______________________________________________________
Date:         			_______________________________________________________
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